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,QWURGXFWLRQ
$ W\SLFDO ZLUHOHVV VHQVRU QHWZRUN :61 FRQVLVWV RI D ODUJH QXPEHU RI VPDOOVL]HG LQH[SHQVLYH QRGHV WKDW
LQWHJUDWHV FRPSXWLQJ VHQVLQJ DQGZLUHOHVV FRPPXQLFDWLRQ SURILFLHQF\:61 HQIRUFHPHQWV DUH QXPHURXVZKLFK
UDQJHIURPVWUXFWXUDOJHRSK\VLFDOKDELWDWPRQLWRULQJWRVHFXULW\VXUYHLOODQFHLQWDFWLFDOEDFNJURXQGDQGSHUYDVLYH
FRPSXWLQJ,QPRVWDSSOLFDWLRQVVHQVRUQHWZRUNVDUHGHSOR\HGRQFHDQG OHIWXQDWWHQGHGIRUD ORQJSHULRGRI WLPH
ZLWKRXWDQ\LQWHUYHQWLRQ0DQDJHPHQWDQGPDLQWHQDQFHSURJUDPFRGHRI:61VLVFKDOOHQJLQJ

:LUHOHVV UHSURJUDPPLQJ LQ DZLUHOHVV VHQVRUQHWZRUN :61 LV WKHSURFHVVRIXSGDWLQJ WKHSURJUDPRI
ZLUHOHVVVHQVRUQHWZRUNWRVXLWHWKHXQDFFXVWRPHGHQYLURQPHQWDQGDFFRPPRGDWHVWKHUHTXLUHGFKDQJHVLQKDELWDW
,WDOORZVWKHVHQVRUQHWZRUNWRSUROLIHUDWHQHZFRGHLPDJHRUSHUWLQHQWFRPPDQGVWKURXJKZLUHOHVVOLQNVZLWKRXW
KXPDQ LQWHUYHQWLRQ 'XH WR WKH QHHG RI UHPRYLQJ JOLWFK DQG DGGLQJ QRYHO IXQFWLRQDOLWLHV UHSURJUDPPLQJ LV DQ
LPSRUWDQWIXQFWLRQRI:61

$ ORWRIH[SORUDWLRQRQVHFXUHGUHSURJUDPPLQJ LV LQ WKH OLPHOLJKWDQGPDQ\UHSURJUDPPLQJSURWRFROV
KDYHEHHQSURMHFWHG>@0DMRULW\RIUHVHDUFKZRUNLVEDVHGRQFHQWUDOL]HGDSSURDFKLQZKLFKWKHEDVHVWDWLRQ
RQO\KDV WKHDVFHQGDQF\ WR UHSURJUDPVHQVRUQRGHVZLWKEDVH VWDWLRQDOZD\VDFWLYHDQGSUHVHQW WR VHQGGDWDDV
GHPRQVWUDWHGLQILJXUHLQ)LJEHORZ'LVSDUDJLQJO\WKHGLVFXVVHGFHQWUDOL]HGDSSURDFKLVQRWVRHIILFLHQWDLOLQJ
VFDODELOLW\ 7KH\ DUH DOVR VXVFHSWLEOH WR VRPH SRWHQWLDO DWWDFNV DORQJ WKH ORQJ FRPPXQLFDWLRQ SDWK )XUWKHU
FHQWUDOL]HGDSSURDFKLVQRWVWDXQFKEHFDXVHWKHEUHDNGRZQRIEDVHVWDWLRQRUVRPHVHQVRUQRGH¶VVORSS\FRQQHFWLRQ
WR WKH EDVH VWDWLRQ PDNHV LW LQDFFHVVLEOH WR FRQWLQXH UHSURJUDPPLQJ RI WKH QRGHV &HQWUDOL]HG DSSURDFK LV QRW
VWDXQFKEHFDXVHWKHEUHDNGRZQRIEDVHVWDWLRQRUVRPHVHQVRUQRGH¶VVORSS\FRQQHFWLRQWRWKHEDVHVWDWLRQPDNHVLW
LQDFFHVVLEOH WR FRQWLQXH UH$OWHUQDWLYHO\ GLVWULEXWHG DSSURDFK FDQ EH HQIRUFHG IRU UHSURJUDPPLQJ LQ:61 DV
GHPRQVWUDWHG LQ WKH ILJXUH LQ)LJEHORZ ,WJUDQWVSHUPLVVLRQ WRPXOWLSOH DXWKRUL]HGQHWZRUNQRGHV WRGLUHFWO\
UHYLVHFRGHLPDJHRQGLIIHUHQWVHQVRUQRGHVLQWKH:61ZLWKQRHQWDQJOHPHQWRIWKHEDVHVWDWLRQ,QDGGLWLRQWKH
DGYDQWDJHLVWKDWGLIIHUHQWOHJLWLPDWHXVHU¶VPD\EHDFFUHGLWLQJGLIIHUHQWSULYLOHJHVRIUHSURJUDPPLQJVHQVRUQRGHV
>@

$VD:61LVXVXDOO\GHSOR\HGLQKRVWLOHHQYLURQPHQWVVXFKDVEDWWOHILHOGDQDGYHUVDU\PD\H[SORLWWKHUH
SURJUDPPLQJPHFKDQLVPWRODXQFKYDULRXVDWWDFNV 7KXVVHFXUHSURJUDPPLQJLVDQGZLOOFRQWLQXH WREHDPDMRU
FRQFHUQ$QXPEHURIDWWDFNVVXFKDVSULYDF\DWWDFNUHSOD\DWWDFN6\ELODWWDFNFORQHDWWDFNWUDIILFDQDO\VLVDWWDFN
VLQNKROHDWWDFNDQGGHQLDORI VHUYLFHDWWDFN FDQEH ODXQFKHG WRJDLQXVHIXO LQIRUPDWLRQ IURP WKHQHWZRUNE\ WKH
XQDXWKRUL]HGXVHUV>@

:H SURSRVH D VLPSOH DQG HIILFLHQW QHZ DXWKHQWLFDWHG UHSURJUDPPLQJ SURWRFRO WKDW LV IDVWHU DQG PRUH
VHFXUH7KHSURSRVHGDSSURDFKLVGLVWULEXWHGZKHUHWKHVWDWLRQGHILQHVLWVSXEOLFDQGSULYDWHNH\VDQGWKHQSURYLGHV
WKHUHSURJUDPPLQJDXWKRULWLHVDQGWKHFRUUHVSRQGLQJSULYDWHNH\WRWKHDXWKRUL]HGXVHUV,IDSULYLOHJHGQRGHKDVD
QHZSURJUDPFRGH WKHQ WKH UHSURJUDPPLQJSDFNHWVZLOO EH FRQVWUXFWHG WR VHQG WKHP WR WKH VHQVRUQRGH$W WKH
VHQVRUQRGHYHULILFDWLRQSKDVHEHJLQV ,I WKHSURJUDPYHULILFDWLRQSDVVHV WKHQ WKHQRGHVDFFHSW WKHQHZSURJUDP
FRGH7KXVWKHSURSRVHGVROXWLRQHQFRPSDVVHVDXWKHQWLFDWHGUHSURJUDPPLQJZLWKUHSURJUDPPLQJIXQFWLRQVVXFKDV
YHUVLRQFRQWUROVFRSHVHOHFWLRQFRGHGLVVHPLQDWLRQFRGHYDOLGDWLRQVFDODELOLW\DQGKLJKHIILFLHQF\

7KHUHPDLQGHURIWKLVSDSHULVRUJDQL]HGDVEHORZ:HEULHIO\UHYLHZUHODWHGZRUNLQ6HFWLRQ,,DQGWKHQ
GLVFXVVWKHDUFKLWHFWXUHRIWKHSURSRVHGV\VWHPDQGWKHDXWKHQWLFDWLRQDOJRULWKPVLQVHFWLRQ,,,6HFWLRQ,9SUHVHQWV
WKH VHFXULW\ DQG GLWULEXWLYLW\ DQDO\VLV RI WKH SURSRVHG V\VWHP 6HFWLRQ 9 GHVFULEHV WKH UHVXOW DQDO\VLV RI WKH
UHSURJUDPPLQJWLPHDQGHQFU\SWLRQWLPHUHTXLUHG6HFWLRQ9,FRQFOXGHVWKLVSDSHUDQGSRLQWVRXWIXWXUHUHVHDUFK
GLUHFWLRQV
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/LWHUDWXUH6XUYH\
:61VDUHZLGHO\XVHGLQPLOLWDQWDUHDVPLOLHXVXSHUYLVLRQPHGLFDOEXLOGLQJFRQGLWLRQPRQLWRULQJDQGVR
RQ0RVWRIVFHQDULRVUHTXLUHZLUHOHVVVHQVRUQHWZRUNVWREHGHSOR\HGRQFHDQGLQWHQGWRRSHUDWHXQDWWHQGHGIRUD
ORQJSHULRGRIWLPH6RUHSURJUDPPLQJSOD\VDPDMRUUROHWRSURSDJDWHQHZFKDQJHV,QRUGHUWRJXDUDQWHHVHFXUH
FRPPXQLFDWLRQDXWKHQWLFDWLRQVFKHPHVIRU:61VKDYHVXFFHVVIXOO\GUDZQUHVHDUFKHUV¶DWWHQWLRQDQGEHHQVWXGLHG
ZLGHO\

,Q WUDGLWLRQDO DXWKHQWLFDWLRQ VFKHPHV IRU:61V WKH DXWKHQWLFDWLRQ VFKHPHV DUHEDVHGRQSDVVZRUGV >@
+RZHYHUVWUDLJKWIRUZDUGSDVVZRUGVDUHHDV\WRFUDFNE\VLQFHWKH\KDYHORZHQWURS\,Q%HQHQVRQHWDOILUVW
GHVFULEHG VHYHUDO VHFXULW\ LVVXHV LQ :61V HVSHFLDOO\ WKH DFFHVV FRQWURO SUREOHP >@ 7KHQ %HQHQVRQ HW DO
SURSRVHG D XVHU DXWKHQWLFDWLRQ VFKHPH XVLQJ HOOLSWLF FXUYH FU\SWRJUDSK\ ZKLFK LV YXOQHUDEOH WR LPSHUVRQDWLRQ
DWWDFNVDQGGHQLDORIVHUYLFH'R6DWWDFNV%RWKSDVVZRUGVDQGFU\SWRJUDSKLFNH\VEHFDXVHRIWKHLUQDWXUHFDQEH
IRUJRWWHQORVWRUZKHQWKH\DUHVKDUHGZLWKSHRSOHWKHUHLVQRLGHDZKRDFWXDOXVHULVDUHXQDEOHWRSURYLGHQRQ
UHSXGLDWLRQ+HQFHFU\SWRJUDSKLFNH\VDUHXVHG,Q5RQJKXD:DQJ:HQOLDQJ'X;LDRJDQJ/LXSURSRVHGD
NH\GLVWULEXWLRQVFKHPHWKDWLVVHFXUHHIILFLHQWDQGSDFNHWORVVUHVLOLHQW>@

,QWRLPSURYHVHFXULW\5RQ'DRMLQJ;XH]HQJ/LQJGLSURSRVHGDG\QDPLFXVHUDXWKHQWLFDWLRQ
VFKHPHIRU:61V>@:RQJHWDO¶VVFKHPHLVHIILFLHQWVLQFHRQO\RQHZD\KDVKIXQFWLRQVDQG;25RSHUDWLRQV
DUH UHTXLUHG 8QIRUWXQDWHO\:RQJ HW DO¶V VFKHPH LV YXOQHUDEOH WR PDQ\ DWWDFNV VXFK DV UHSOD\ DWWDFNV VWROHQ
YHULILHU DWWDFNV DQG SDVVZRUG JXHVVLQJ DWWDFNV ,Q  <XDQ HW DO SURSRVHG WKH ILUVW ELRPHWULFEDVHG XVHU
DXWKHQWLFDWLRQ VFKHPH IRU :61V >@ +RZHYHU <XDQ HW DO¶V VFKHPH LV YXOQHUDEOH WR WKH LQVLGHU DWWDFN XVHU
LPSHUVRQDWLRQ DWWDFN >@ QRGH LPSHUVRQDWLRQ DWWDFN DQG VHQVRU QRGH LPSHUVRQDWHV DWWDFN 7KHUHIRUH GLJLWDO
VLJQDWXUHV DUH SURSRVHG ZKLFK DUH EDVHG RQ PDWKHPDWLFDO VFKHPH WKDW LV XVHG WR DXWKHQWLFDWH WKH VHQGHU RI DQ
HOHFWURQLFGRFXPHQW

,Q  6XQLO *XSWD +DUVK .XPDU 9HUPD DQG $/ 6DQJDO SURSRVHG D VHFXULW\ IUDPHZRUN WR SURYLGH
FRPSOHWHGHIHQVHDJDLQVWDOOSRVVLEOHDWWDFNV ,Q WKLV WKHFHUWLILFDWH LVGLUHFWO\SDVVHG WRQRGHV VR WKHSUREOHPRI
)LJ'LVWULEXWHG5HSURJUDPPLQJ

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WDPSHULQJRIGLJLWDOFHUWLILFDWHH[LVWV>@$QLQKHUHQWGHVLJQZHDNQHVVLQWKHXVHUSUHSURFHVVLQJSKDVHVRI6'53
LVWKDWLWLVYXOQHUDEOHWRDWWDFNDQGWKHQRWRULRXVXVHUFDQFDUU\RXWUHSURJUDPPLQJ6RLQ'DRMLQJ+H&KXQ
&KHQ6DPP\&KDQ -LDMXQ%X/DXUHQFH7SURSRVHD VLPSOHPRGLILFDWLRQ WR IL[ WKH LGHQWLILHGVHFXULW\SUREOHP
ZLWKRXWORVLQJDQ\IHDWXUHVRI6'53>@7KH\VKRZWKDWLQRUGHUWRIXUWKHULPSURYHWKHVHFXULW\DQGHIILFLHQF\RI
6'53DQ\EHWWHUHVWDEOLVKHGVLJQDWXUHDOJRULWKPFDQEHGLUHFWO\HPSOR\HGLQ6'53

,QRXUSURSRVDOZHSURSRVHDQHZUHSURJUDPPLQJSURWRFROWKDWLVPRUHVHFXUHDQGIDVWHUWKDQWKHSUHYLRXV
SURWRFROV:HPRGLI\WKH'6$DOJRULWKPDQGHQFU\SWWKHGLJLWDOFHUWLILFDWHXVLQJ970HQFU\SWLRQWHFKQLTXH
7KH3URSRVHG0RGHO
7KH SURSRVHG VFKHPH PDLQO\ LQWURGXFHV WKH VHFXULW\ DXWKHQWLFDWLRQ SURWRFRO IRU UHSURJUDPPLQJ RI
ZLUHOHVVVHQVRUQHWZRUN,QUHSURJUDPPLQJRQO\WKHDXWKRUL]HGXVHUVFDQUHSURJUDPWKHQHWZRUN6RWRUHSURJUDP
WKHQRGH:HKDYHWRFKHFNZKHWKHUWKHQRGHZKRLVWU\LQJWRUHSURJUDPLVDQDXWKRUL]HGQRGHRUQRW
3.1. Authentication Scheme 
$35,9(/(*('12'(
%6(1'(512'(

 ³%´UHTXHVWWREDVHVWDWLRQIRUFHUWLILFDWHDQGVHFXULW\WLPHVWDPS
 %DVHVWDWLRQSURYLGHDFHUWLILFDWHZLWKWLPHVWDPSWR³%´IRUDFFHVVLQJQHWZRUNDQGWRUHSURJUDPRQEHKDOIRI
WKHFHUWLILFDWHDXWKRULW\
0RGLILHG'LJLWDOVLJQDWXUHDOJRULWKPXVLQJ6+$LVXVHGWRJHQHUDWHWKHGLJLWDOVLJQDWXUHDQGFHUWLILFDWH
 ³%´UHTXHVWV$WRUHSURJUDPµ¶$¶¶
 $VHQGVUHTXHVWIRUFHUWLILFDWHWR%IRULWVDXWKHQWLFDWLRQ
%HIRUHVHQGLQJWKHFHUWLILFDWHLVILUVWHQFU\SWHGXVLQJWKH970HQFU\SWLRQDQGWKHHQFU\SWLRQNH\LVVHQGXVLQJ
DELQDU\H[RUFKDOOHQJHDOJRULWKP
 ³%´VHQGVWKLVFHUWLILFDWHWRLWVEDVHVWDWLRQIRUDXWKHQWLFDWLRQ
%HIRUHVHQGLQJWKHFHUWLILFDWHLVILUVWHQFU\SWHGXVLQJWKH970HQFU\SWLRQDQGWKHHQFU\SWLRQNH\LVVHQGXVLQJ
DELQDU\H[RUFKDOOHQJHDOJRULWKP
 %DVHVWDWLRQILUVWVROYHVWKHFKDOOHQJHDQGJLYHVDUHVSRQVHWR³%´WKDWWKHHQFU\SWLRQNH\LVYDOLGRUQRW
 7KHQEDVHVWDWLRQGHFU\SWVWKHFHUWLILFDWHXVLQJWKH970GHFU\SWLRQDOJRULWKP
 %DVHVWDWLRQFKHFNV WKHYDOLGLW\DQG LGHQWLILFDWLRQ IRUDXWKHQWLFDWLRQRI³%´E\XVLQJDXWKRULW\FHUWLILFDWH LWV
KDVKDQGWLPHVWDPS
,IWKHFHUWLILFDWHLWVKDVKDQGWLPHVWDPSDUHYDOLGWKHQRQO\³%´FDQUHSURJUDP³$´
 %DVHVWDWLRQLQIRUPV%WKDW³$´LVDDXWKRUL]HGQRGH
 ([FKDQJHRILQIRUPDWLRQIURP³%´WR³$´
3.2. Details of the Proposed System 
7KHQHWZRUNFRQVLVWVRIQHWZRUNEDVHVWDWLRQSULYLOHJHGQRGHV³$´FDWHJRU\QRGHVDQGWKHRWKHUVHQVRU
QRGHV³%´FDWHJRU\QRGHVLQWKHQHWZRUNDVVKRZQLQ)LJ7KHEDVHVWDWLRQJUDQWVWKHSULYLOHJHVWRWKHSULYLOHJHG
QRGH³$´FDWHJRU\QRGHVLQWKHIRUPRIFHUWLILFDWH2QO\WKHSULYLOHJHGQRGHDUHDOORZHGWRUHSURJUDPWKHVHQVRU
QRGH³%´FDWHJRU\QRGHVRQEHKDOIRIWKHEDVHVWDWLRQWKLVUHGXFHVWKHEXUGHQRQWKHEDVHVWDWLRQWKHRULJLQDOROG
SURJUDP DYDLODEOH RQ HDFK VHQVRU QRGH LV GLVSOD\HG WKH H[FKDQJH RI SULYDWH NH\V DQG SXEOLF NH\V WDNH SODFH
EHWZHHQWKHEDVHVWDWLRQDQGWKHSULYLOHJHQRGH

,QWKLVSKDVHWKHZKHQHYHUWKHEDVHVWDWLRQKDVQHZSURJUDPZKLFKLVWREHUHSURJUDPPHGRQWKHQRGHWKHQ
WKHEDVHVWDWLRQHQFU\SWVWKHSURJUDPDQGWKHHQFU\SWLRQNH\LVVHFXUHGXVLQJWKHELQDU\H[RUDOJRULWKPDQGVHQGVLW
WRWKHSULYLOHJHGQRGH³$FDWHJRU\QRGHV7KHGDWDZKLFKLVVHQWLVHQFU\SWHGXVLQJWKH970HQFU\SWLRQWHFKQLTXH
:HXVHV\PPHWULFWHFKQLTXHWRSURYLGHEHWWHUDXWKHQWLFDWLRQ
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


)LJ$UFKLWHFWXUHRIWKH3URSRVHG6\VWHP

%XWLIWKHHQFU\SWLRQNH\LVSDVVHGLQDFOHDUWH[WIRUPDWPDQLQWKHPLGGOHDWWDFNLVSRVVLEOH6RWRSUHYHQWPDQLQ
WKHPLGGOHDWWDFNZHVHFXUHWKHHQFU\SWLRQNH\XVLQJWKHELQDU\H[RUDOJRULWKP
3ULYLOHJHG QRGHV ³% FDWHJRU\ QRGHV´ UHTXHVWV VHQVRU QRGHV $ FDWHJRU\ QRGHV WR UHSURJUDP µ¶$¶¶ ³$´ VHQGV
UHTXHVWIRUFHUWLILFDWHWR%IRULWVDXWKHQWLFDWLRQ

7KH GLJLWDO VLJQDWXUHDQGFHUWLILFDWH LVJHQHUDWHGXVLQJ WKHPRGLILHGGLJLWDO VLJQDWXUHDOJRULWKP LQQRUPDOGLJLWDO
VLJQDWXUHDOJRULWKP6+$LVXVHGLQPRGLILHG'6$DOJRULWKPZHXVHWKH6+$LQSODFHRI6+$IRUEHWWHU
VHFXULW\

02',),(''6$6,*1$785(*(1(5$7,21
7KHVLJQDWXUHRIDPHVVDJHM LVWKHSDLURIYDOXHVRIr DQGs FRPSXWHGDFFRUGLQJWRWKHHTXDWLRQVJLYHQEHORZ 
 
r = gk mod p) mod q and 
s = (k-I (SHA-256(M)+xr)) mod q 

,QWKHDERYHk-I LVWKHPXOWLSOLFDWLYHLQYHUVHRINPRGqLH(k-I k) PRGq=1 DQG0<k-I< q7KHYDOXHRI6+$
256(M) LVDELWVWULQJRXWSXWE\WKH6HFXUH+DVK$OJRULWKPVSHFLILHG+HUHZHDUHXVLQJ6+$LQSODFHRI
6+$7KHVLJQDWXUHLVWUDQVPLWWHGDORQJZLWKWKHPHVVDJHWRWKHYHULILHU

%HIRUHVHQGLQJWKHFHUWLILFDWHLVILUVWHQFU\SWHGXVLQJWKH970HQFU\SWLRQDOJRULWKP

970(1&5<37,21

127$7,2170  7H[WPHVVDJH0 0HVVDJH XQLWV96  YDULDEOH VL]H ,9  ,QLWLDO9HFWRU N $X[LOLDU\ EDVH
SDUDPHWHU;50;25HGPHVVDJH%ORFN±DZRUGZLWKIROORZHGVSDFH,1387VH[WXSOH7 SDE*QK7H[W
0HVVDJH
287387(QFU\SWHG0HVVDJH
%HJLQQ ZRUG&RXQW70
IRUL WRQ 
GR;50 ,9 %ORFN>L@0 $6&,,;50
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IRUM WRN
GROHW[M 0.MPRGS
LI]M [M[MEKDVDVTXDUHURRWPRGS
WKHQ
EUHDN
HQGLI
HQGIRU
LIMN
WKHQFRPSXWH\MDVTXDUHURRWRI]MPRGSPDS0WR[M\M
HOVHRXWSXW³XQVXFFHVVIXOLQPDSSLQJ0WRDQ(&SRLQW
HQGLI&P>L@ ^N*3PN3%`,9 ;50
HQGIRU
(QG$OJRULWKP
'XULQJHQFU\SWLRQ LI WKHNH\ LVVHQW LQDSODLQ WH[W IRUPDW WKHQ LWPD\EHYXOQHUDEOH WRPDQLQ WKHPLGGOHDWWDFN
+HQFH WR SDVV WKH NH\ LQ D VHFXUHPDQQHUZHXVH D DOJRULWKP VLPLODU WR FKDOOHQJH UHVSRQVH LQZKLFK WKH VHQVRU
QRGHV³%´FDWHJRU\QRGHVVHQGVDFKDOOHQJHWREDVHVWDWLRQDQGWKHEDVHVWDWLRQQRGHVHQGVWKHNH\DVDUHVSRQVH
WRWKHFKDOOHQJHLQDELQDU\IRUPDW7KHQFRPSDULVRQRIWKHNH\VLVGRQHLIERWKWKHNH\VPDWFKWKHQWKHVRXUFHVD\V
\HVWKHNH\\RXKDYHLVWKHFRUUHFWNH\
%,1$5<(;25$/*25,7+0
 6RXUFHQRGHFRQYHUWVNH\LQELQDU\RIIL[HGQXPEHURIELWVQ$HJ
 6RXUFH1RGHJHQHUDWHVUDQGRPYDOXHRIELWVH5
 &RQYHUWERWK$DQG5WRQELWVHJ	
 ([HFXWHIROORZLQJSX]]OHDQDO\VLVDWSULYLOHJHQRGH; $(;255_5
 7UDQVPLW;WRSURJUDPPLQJQRGH
 5HFHLYHUVROYHVWKHIROORZLQJSX]]OHIRU<
 < ;!!(;25;$1'
 7UDQVPLW<WRVRXUFH
 $WVRXUFHFKHFN<(;25$  Q]HURV
7KXVZKHQWKHVHQVRUQRGHJHWVWKHLQIRUPDWLRQWKDWWKHHQFU\SWLRQNH\LVYDOLGLWVWDUWVGHFU\SWLQJWKHFHUWLILFDWH
VHQGE\WKHSULYLOHJHGQRGHV³%´FDWHJRU\QRGHV
970'(&5<37,21$/*25,7+0

,1387VH[WXSOH7 SDE*QK
%HJLQIRUL WRQ
GRZKHUHQLVQXPEHURIFLSKHUWH[WV
3P[\ 3P.Q%*Q%N*Q%UHFHLYHUVSULYDWHNH\
0 [N'P 7H[W00LVGHFLPDOYDOXHRIEDVHIRUPDW
70>L@ 'P,9,9 'P70 70__70>L@
HQGIRU
(QG

$IWHU WKH GHFU\SWLRQ ZKHQ EDVH VWDWLRQ JHWV WKH FHUWLILFDWH LW YHULILHV WKH FHUWLILFDWH XVLQJ WKH PRGLILHG '6$
9(5,),&$7,21$/*25,7+0

02',),(''6$6,*1$785(9(5,),&$7,21

3ULRU WR YHULI\LQJ WKH VLJQDWXUH LQ D VLJQHGPHVVDJHpq, J SOXV WKH VHQGHU
V SXEOLF NH\ DQG LGHQWLW\ DUHPDGH
403 Pooja Nandu and Narendra Shekokar /  Procedia Computer Science  45 ( 2015 )  397 – 406 
DYDLODEOHWRWKHUHFHLYHULQDQDXWKHQWLFDWHGPDQQHU/HWM’, r’DQGs’ EHWKHUHFHLYHGNH\VLQSODFHRIMrDQGV
UHVSHFWLYHO\DQG\ LV WKHSXEOLFNH\RI WKHVHQGHU7RYHULI\ WKHVLJQDWXUHRI WKHDXWKRUL]HGXVHU WKHYHULILHUILUVW
FKHFNVWRVHHWKDW0<r’<q DQG0<s’<qLIHLWKHUFRQGLWLRQLVQRWVDWLVILHGWKHVLJQDWXUHVKDOOEHUHMHFWHG,IWKHVHWZR
FRQGLWLRQVDUHPHWWKHQRQO\WKHVHQGHULVWUXVWHGXVHU
 
w = (s’) -1 mod q 
u1 = ((SHA-192(M’)) w) mod q 
u2 = ((r’) w) mod q 
v = (((g) u1 (y)u2) mod p) mod q 

,Iv=r’WKHQWKHVLJQDWXUHLVYDOLGDQGWKHYHULILHUFDQKDYHKLJKDVVXUDQFHWKDWWKHUHFHLYHGPHVVDJHZDVVHQWE\WKH
DXWKHQWLFDWHGXVHU7KXV WKHSURRI LV WKDWv=r’ ZKHQM’=Mr’=r DQGs’=s ,I WKHYDOXHRIYGRHVQRW HTXDO WKH
YDOXHRIr’WKHQWKHUHFHLYHGPHVVDJHPD\KDYHEHHQWDPSHUHGRUWKHPHVVDJHPD\KDYHEHHQLQFRUUHFWO\VLJQHGE\
WKH VHQGHU RU WKH PDOLFLRXV DWWDFNHU KDV VLJQHG WKH PHVVDJH 7KXV WKH UHFHLYHG PHVVDJH LV FRQVLGHUHG LQYDOLG
'XULQJWKHSURFHVVRIHQFU\SWLRQWKHNH\XVHGIRUHQFU\SWLRQVKRXOGQRWEHVHQWLQFOHDUWH[WIRUPDWVRIRUWKDWZH
XVHFKDOOHQJHUHVSRQVHDOJRULWKPWRKLGHWKHNH\

$VWKHFHUWLILFDWHYHULILFDWLRQLVGRQHLIWKHFHUWLILFDWHLVQRWYDOLGWKHQWKHSULYLOHJHGQRGH³%´FDWHJRU\QRGHLV
QRWDOORZHGWRSURJUDPVHQVRUQRGHV³%´FDWHJRU\QRGHRQEHKDOIRIEDVHVWDWLRQ
,IWKHFHUWLILFDWHLVYDOLGRQO\WKHQWKHYHUVLRQYDOLGDWLRQLVSHUIRUPHG

3.3 Version control 
$IWHUWKHDXWKHQWLFDWLRQRIWKHSURJUDPZKHQWKHSURJUDPUHDFKHVWKHGHVWLQDWLRQQRGHWKHSURJUDPLVYDOLGDWHG
IRU SURJUDP YHUVLRQ7KH  XS JUDGDWLRQ RI SURJUDPV ZLWK XVH RI VWULQJV LQ D VHW RI QRGHV EDVHG RQ WKH YHUVLRQ
H[LVWLQJLQHDFKRIWKHQRGHVDFFRUGLQJO\WKHUHSURJUDPPLQJPHFKDQLVPZLOOEHGHPRQVWUDWHGKHUH

x 9HUVLRQ8SJUDGDWLRQ7KLVZLOOIDFLOLWDWHDFFHSWDQFHRIQHZSURJUDPLILWIDFLOLWDWHVXSJUDGDWLRQWRWKH
H[LVWLQJYHUVLRQRISURJUDPDWWKHQRGH
x 5HVWULFW ORZHU YHUVLRQ UHSURJUDPPLQJ 7KLV ZLOO IDFLOLWDWH UHMHFWLRQ RI QHZ SURJUDP LI LW IDFLOLWDWHV
ORZHUYHUVLRQSURJUDPWRWKHH[LVWLQJYHUVLRQRISURJUDPDWWKHQRGH
6HFXULW\$QG'LVWULEXWLYLW\$QDO\VLVRIWKHSURSRVHGV\VWHP
7KHVHFXULW\DQGGLVWULEXWLYLW\DQDO\VLVRIWKHSURSRVHGV\VWHPH[SODLQVLQGHWDLOZKDWVHFXULW\DQGGLVWULEXWLYLW\
LVLQFRQWH[WWRWKHSURSRVHGV\VWHP
4.1. Integrity and authenticity of code  
.QRZLQJ WKH SULYDWH NH\ T LW LV LQIHDVLEOH WR IRUJH D YDOLG VLJQDWXUH %HFDXVH RI WKH QRQGHWHUPLQLVWLF
SRO\QRPLDOWLPH 13KDUG FRPSXWDWLRQ FRPSOH[LW\ RI WKH KDVKLQJ LW LV GLIILFXOW WR GHULYH WKH GLJLWDO VLJQDWXUH
7KHUHIRUHWKHPHVVDJHPWKDWLVVHQWIURPSULYLOHJHQRGHWRRWKHUQRGHVLQWKHQHWZRUNLVXQIRUJHDEOH7KXVWKH
QRGHVFDQDXWKHQWLFDWHHDFKHQFU\SWHGFHUWLILFDWHRQFHWKH\UHFHLYHVXFKFHUWLILFDWHEDVHGRQWKHVHFXULW\RI'6$
DQG970DOJRULWKPV7KHUHIRUHDIWHUYHULI\LQJWKHFHUWLILFDWHDQRGHFDQHDVLO\YHULI\WKHSURJUDPE\FKHFNLQJLWV
YHUVLRQQXPEHU,IDQDGYHUVDU\LQMHFWVDIRUJHGPRGLILHGSURJUDPLPDJHHDFKUHFHLYLQJQRGHFDQGHWHFWLWHDVLO\
EHFDXVHRIWKHLPPHGLDWHDXWKHQWLFDWLRQRIUHSURJUDPPLQJSDFNHWV
4.2. Endurance of up-to –date version  
(DFKSULYLOHJHXVHUKDVWKHSULYLOHJHWRUHSURJUDPWKHVHQVRUQRGHV,QVHQVRUQRGHYHULILFDWLRQSKDVHDVHQVRU
QRGHFKHFNVZKHWKHUWKHYHUVLRQQXPEHUIURPWKHUHFHLYHGPHVVDJHPLVYDOLG2QO\LILWLVYDOLGWKHYHULILFDWLRQ
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SURFHGXUHJRHVWRWKHDFFHSWDQFHVWDJH7KHUHIRUHWKHYHUVLRQQXPEHURIWKHXSGDWHGSURJUDPLPDJHFDQHQGXUHWKH
XSWRGDWHYHUVLRQRIWKHSURSRVHGV\VWHP
4.3. Prevention from ,Malicious and User –Compromised nodes  
$VGHVFULEHGWKHVLJQDWXUHV N,6+$0[UPRGTZLOODOZD\VJHQHUDWHGLIIHUHQWKDVKIRUGLIIHUHQW
XVHUV7KXV QRPDWWHU HYHQ LI D ODUJH QXPEHU VHQVRU QRGHV DUH FRPSURPLVHG WKH\ FDQQRW DFFRPSOLVK VXFFHVV
$SSDUHQWO\ QR DGYHUVDU\ LV DEOH WR LPSHUVRQDWH DQ\ DXWKRUL]HGQHWZRUN XVHU E\ FRPSURPLVLQJ VHQVRU QRGHV ,Q
RWKHU ZRUGV QR PDWWHU KRZ PDQ\ VHQVRU QRGHV DUH FRPSURPLVHG KDVK FKHFNLQJ ZLOO PDNH LW VXUH WKDW WKH
SHUQLFLRXVQRGHVDUHLGHQWLILHG
4.4. Distributivity and scalability  
+HUH LW LV GHPRQVWUDWHG WKDW WKH QHWZRUN RZQHU FDQ HQIRUFH VWULFW UHSURJUDPPLQJ VR WKDW WKH UHSURJUDPPLQJ
SULYLOHJHLVRQO\JUDQWHGWRIL[HGQXPEHURIXVHUV,QRUGHUWRYHULI\WKHVLJQDWXUHRISULYLOHJHGVHQVRUQRGHVHDFK
XVHU UHTXHVWV D FHUWLILFDWH IURP WKH EDVH VWDWLRQ DQG WKHQ FURVV FKHFN LWZLWK WKH FHUWLILFDWH WKH\ KDYH 7KXV WKH
DXWKRUL]HGXVHUVDUHDEOHWRFDUU\RXWUHSURJUDPPLQJLQDGLVWULEXWHGPDQQHU
4.5. T racing latest version  
,QPDQ\DSSOLFDWLRQVFHQDULRV WUDFHDELOLW\ LVKLJKO\GHVLUDEOHSDUWLFXODUO\IRUUHSURJUDPPLQJZKHUHLW LVXVHG
IRUFROOHFWLQJWKHQHWZRUNXVHUV¶DFWLYLWLHVIRUVRPHSXUSRVHV6RRQFHWKHSURJUDPLVGHOLYHUHGWRYHULI\ZKHWKHU
WKHQHZSURJUDPLVGHOLYHUHGWKHSURJUDPLVUXQDQGWKHRXWSXWLVYHULILHG
5HVXOW$QDO\VHV
6HQVRU QRGHV DQG DUH QRW LQ D SRVLWLRQ WR H[HFXWH H[SHQVLYH DQG FRPSOLFDWHG FU\SWRJUDSKLF RSHUDWLRQV
FRQYHQLHQWO\DVWKH\FXVWRPDULO\FRQVWUDLQHGWREDWWHU\DQGVWRUDJHUHVRXUFHLQW\SLFDO:61V7KXVWKH\EHFRPHD
KLQGUDQFHLQLPSOHPHQWLQJVHFXULW\SURWRFRO)LUVWZHHYDOXDWHWKHSHUIRUPDQFHRIWKHDXWKHQWLFDWHGUHSURJUDPPLQJ
SURWRFROZLWKUHVSHFWWRWKHIXOOUHSURJUDPPLQJWLPHDQGWKHDXWKHQWLFDWLRQWLPHUHTXLUHGE\WKHQHWZRUNRZQHUDQG
WKHXVHU,QRXUH[SHULPHQWZHKDYHVLPXODWHGWKHUHVXOWVLQ16HQYLURQPHQWDQGH[HFXWHGLQODSWRS3&VZLWK
*%5$0XQGHU8EXQWXHQYLURQPHQWZLWKGLIIHUHQWFRPSXWDWLRQDOSRZHUV

 :HXVHWKHIROORZLQJWZRPHWULFVWRFRPSDUHWKHDXWKHQWLFDWHGUHSURJUDPPLQJSURWRFROZLWKWKH6'53
SURWRFROQDPHO\IXOOUHSURJUDPPLQJWLPHDQGDXWKHQWLFDWLRQWLPH7KHIXOOUHSURJUDPPLQJWLPHVGHQRWHVWKHWLPH
WDNHQ IRU QHZSURJUDP WR UHDFK IURP VRXUFH WR GHVWLQDWLRQ 6LPLODUO\ WKH DXWKHQWLFDWLRQ WLPHPHDVXUHV WKH WLPH
GXUDWLRQIRUWKHVLJQDWXUHYHULILFDWLRQRSHUDWLRQRIWKHWZRSURWRFROV
 
)LJVKRZVWKHWLPHUHTXLUHGWRIXOO\UHSURJUDPPLQJWKHVHQVRUQRGH DVZHVHHWKDW LI WKHSURJUDPLV
YDOLGLQLWVYHUVLRQDQGVHQGIURPDSULYLOHJHGDXWKHQWLFDWHGXVHUWKHWLPHUHTXLUHGLVPXFKOHVVRQWKHRWKHUKDQG
WKHUHLVRQO\OLWWOHWLPHPRUHUHTXLUHGLIWKHSURJUDPYHUVLRQLVQRWYDOLGDQGWKHSURJUDPLVQRWVHQWE\DSULYLOHJHG
DXWKHQWLFDWHGXVHU

)LJVKRZVWKHWLPHUHTXLUHGWRIXOO\DXWKHQWLFDWHWKHVHQVRUQRGHDVZHVHHWKDWLIWKHQRGHLVYDOLGDQG
KDVDDXWKRUL]HGFHUWLILFDWHWKHWLPHUHTXLUHGLVPXFKOHVVRQWKHRWKHUKDQGLIWKHQRGHLVPDOLFLRXVQRGHLWWDNHV
PRUHWLPHWRDXWKHQWLFDWHWKHQRGH

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)LJ7LPH5HTXLUHG)RU)XOO5HSURJUDPPLQJ


)LJ7LPH5HTXLUHG)RU$XWKHQWLFDWLRQ

7DEOH)XOOUHSURJUDPPLQJWLPHUHTXLUHGE\YDOLGDQGLQYDOLGUHSURJUDPPLQJ







6'53SURWRFRO
3URSRVHGSURWRFRO
DXWKHQWLFDWHG
UHSURJUDPPLQJ SURWRFRO
YDOLGSURJUDP
3URSRVHGSURWRFRO
DXWKHQWLFDWHG
UHSURJUDPPLQJSURWRFRO
,QYDOLGSURJUDP
)XOO UHSURJUDPPLQJ
WLPH
0LFURVHFRQGVV

V

V

V

7DEOH  JLYHV WKH H[HFXWLRQ WLPH UHTXLUHG IRU SHUIRUPLQJ IXOO UHSURJUDPPLQJ RI WKH VHQVRU QRGH RI WKH
DXWKHQWLFDWHG UHSURJUDPPLQJQRGH DQG WKH6'53 )RU H[DPSOHZLWK UHVSHFW WR WKH6'53 WKH SURSRVHG
SURWRFROUHTXLUHVPXFKOHVVWLPHWRIXOO\UHSURJUDPWKHVHQVRUQRGHVIRUYDOLGUHSURJUDPPLQJDQGVIRU
LQYDOLGUHSURJUDPPLQJ
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7DEOH$XWKHQWLFDWLRQRIYDOLGDQGLQYDOLGSURJUDP

 
6'53SURWRFRO
3URSRVHGV\VWHP
DXWKHQWLFDWHG UHSURJUDPPLQJ
SURWRFRO
9DOLGSURJUDP
3URSRVHGV\VWHP
DXWKHQWLFDWHG
UHSURJUDPPLQJSURWRFRO
,QYDOLGSURJUDP
$XWKHQWLFDWLRQWLPH
0LFURVHFRQGV

PV

PV

PV

7DEOHJLYHV WKH H[HFXWLRQ WLPH IRU VLJQDWXUH YHULILFDWLRQRI WKH DXWKHQWLFDWHG UHSURJUDPPLQJSURWRFRO DQG WKH
6'53)RUH[DPSOHZLWKUHVSHFWWRWKH6'53PVWKHH[HFXWLRQWLPHIRUVLJQDWXUHYHULILFDWLRQLVOHVVLQ
DXWKHQWLFDWHGUHSURJUDPPLQJSURWRFROPVIRUYDOLGUHSURJUDPPLQJDQGPVIRULQYDOLGUHSURJUDPPLQJ
&RQFOXVLRQDQG)XWXUH6FRSH
7KLVSDSHUSURSRVHVDQDXWKHQWLFDWHGUHSURJUDPPLQJSURWRFROE\XVLQJPRGLILHG'6$6LJQDWXUHDOJRULWKP
DORQJZLWK56$NH\JHQHUDWLRQ DQG970HQFU\SWLRQPHFKDQLVP WR VHFXUHO\ UHSURJUDP WKH VHQVRU QHWZRUN :H
HVWDEOLVKWKHQRGHVHFXULW\WLPHVWDPSLQWRWKHDXWKHQWLFDWLRQSURFHGXUHWRHQVXUHPRUHVHFXULW\2XUDXWKHQWLFDWLRQ
SURWRFROFDQDYRLGPDOLFLRXVQRGHV IURPMRLQLQJVHQVRUQHWZRUNVDWHVWDEOLVKPHQWRIQHWZRUN &RPSDULQJUHVXOWV
ZLWK6'53ZHILQGWKDWWKHSURSRVHGSURWRFROLVIDVWHUDQGPRUHHIILFLHQWLQUHSURJUDPPLQJRIZLUHOHVVVHQVRUQRGH
&RPSDUHGZLWKWKH56$(&&RXUSURWRFROZLWKPRGLILHG'6$FDQSURWHFWDJDLQVWPRVWRIWKHLQIDPRXVDWWDFNVLQ
VHQVRUQHWZRUNVDQGDFKLHYHEHWWHUFRPPXQLFDWLRQDQGFRPSXWDWLRQSHUIRUPDQFH
,QVRPHDSSOLFDWLRQVWKHQHWZRUNRZQHUDQGXVHUVDUHGLVWLQFWLYHHQWLWLHV$SULYLOHJHGQRGHPD\ZDQWWR
GLVJXLVH KLVKHU UHSURJUDPPLQJ FRQILGHQWLDOLW\ IURP RWKHU QRGHV LQ WKH QHWZRUN LQFOXGLQJ WKH QHWZRUN
RZQHU6LPLODUO\DQRGHPD\ZDQWWRKDYHGLIIHUHQWOHYHOVRISULYLOHJHVIRUUHSURJUDPPLQJ,QIXWXUHZRUNZHZLOO
VWXG\KRZWRVXSSRUWXVHUSULYDF\FRQVHUYDWLRQLQGLVWULEXWHGUHSURJUDPPLQJ
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